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About this consultation
We want to hear your views on draft Authorised Professional Practice (APP) on Archiving records in the Public Interest.
The guidance will be of particular relevance to Chief Officers and will also be of interest to those working in Information management. 
The APP provides guidance to forces on the identification of records that should be retained beyond their normal policing or organisational purpose including processing, preservation criteria, safeguards to be applied and public access. 
Please use this form to send us your feedback. The feedback boxes will increase in size as you enter your text.  
Your completed form should be emailed to I&RMgtCode@college.pnn.police.uk.  Please respond no later than 8 March 2021.
 All feedback will be collated and analysed by College staff and the draft APP amended if appropriate. We will only contact you if we need to clarify any of your comments and you give us your contact information. A summary of changes made as a result of feedback will be published at the same time as the final APP.
Privacy Notice
The information you have provided will be held by the College of Policing in accordance with Data Protection legislation. Your information will be lawfully held and processed for the purposes of informing the consultation phase of APP development.
The information will be processed under the lawful basis of public task. 
The information you provide will only be used to inform development of the product. 
Your personal information may be shared with internal business units when analysing feedback. 
Your personal information will not be shared externally or outside of this process. 
We will hold your information for one year. After this period your information will be securely disposed of.
The College takes its data protection responsibilities very seriously. Your information will be held securely and will only be processed for the purposes stated above or to fulfil a statutory obligation. 
You have certain rights under the Data Protection legislation regarding your personal information, which includes the right to access information held about yourself, to ensure it is accurate and to ask it is deleted or no longer processed. 


For more information about your rights please see our full privacy notice, which can be found on the legal page of our website. You can also contact our Data Protection Officer by emailing: Data.Protection@college.pnn.police.uk
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About You
	Name (optional)
	Dr Ksenia Bakina and Matthew Rice
	Role (optional)
	Click here to enter text.
	Organisation (optional)
	Privacy International and Open Rights Group
	Please tell us if your views are personal or whether they represent an official response from you organisation. If official, please state in what context (e.g. Chief constable, Head of information)
	The below answers represent a formal response of Privacy International (PI) and Open Rights Group (ORG)
	if you are willing to be contacted should we need further clarification on your comments, please provide your contact details
	kseniab@privacyinternational.org, matthew@openrightsgroup.org
	If you wish to be informed when the final APP is published, please provide your contact details  
	kseniab@privacyinternational.org, matthew@openrightsgroup.org


Consultation Questions
It will be helpful for us to understand why you have given a particular answer, or how you think the APP could be improved.  Please provide detailed comments wherever possible.
	1. To what extent do you think the APP is easy to follow and understand? Please let us know if there are any specific changes that you would like to see. 
Whilst the APP is easy to follow, it is light on detail about what safeguards will be implemented. The actual information provided about the preservation of records in the public interest should be expanded. Privacy International (PI) and Open Rights Group (ORG) believe that concrete information is needed in the final APP around the safeguards that will be implemented, how preservation of records will be reviewed and who will oversee this process. The APP is currently too vague and does not provide sufficient information about how the relevant safeguards will be implemented.

2. To what extent do you think the guidance in the APP is clear and provides a clear framework to assist forces with managing records that are retained in the public interest? Please let us know if there if there are any specific changes that you would like to see. 
The guidance in the APP fails to explain what kind of safeguards and criteria will need to be applied by police forces when managing records that are retained in the public interest. For example, paragraph 4.1 provides a broad list of categories of records that forces should seek to preserve, which includes the following: 

•	relate to a crime or incident of local or national importance
•	demonstrate major changes to the force
•	capture something of significance happening for the first time
•	reflect changes in attitudes or policies
•	promote or document issues unique to the force
•	provide evidence of major projects, functions or activities
•	describe a high-level decision-making process or a specific decision
•	contain material that reflects the views or activities of individuals who have played a significant role in the development of the forces
•	possess aesthetic qualities and/or would be valuable for exhibition or academic research 

These are broad categories, and it is unclear how the decisions with respect to each category may be made, who will be making these decision and what oversight for the preservation of records will be in place. Further, paragraph 4.2 provides that it may be appropriate to retain only a sample of the selection of records. Whilst this is welcome, it is unclear how forces will decide when a sample would be appropriate and what criteria they should apply to this decision-making process. It is also unclear who would be authorising such decisions. This is problematic, since this could lead to inconsistency across forces. As a result, we recommend providing clear criteria for the forces so that they can establish when records could be deemed to fall within any given category for preservation of data and when a sample of records would be appropriate. We also recommend that the Guidance provides clear oversight and authorisation mechanisms that would be in place to ensure compliance with the relevant safeguards and criteria for selection of records.

3. To what extent do you think the APP sufficiently covers the relevant data protection safeguards? Please let us know if there is any specific information that needs to be added.
Whilst the APP refers to the relevant sections of the Data Protection Act 2018 and the GDPR, it fails to explain how these safeguards are to be implemented. Brief mention of the relevant provisions does not provide sufficient information to know when processing is likely to cause substantial damage or distress to a data subject and when the processing should not take place. 
Further, the APP does not provide whether application of these safeguards will be monitored in any way, and if so, by whom. Much more detail is required in the APP as to what kind of situations in the processing of information may lead to substantial damage or distress to a data subject, with concrete examples when the data should not be processed. Also, what oversight mechanisms must be implemented in order to ensure that these safeguards are complied with.
4. To what extent do you think compliance with the APP will build police legitimacy and increase public confidence in the way forces manage their information records? Please let us know if there is any specific information that needs to be added.
Considering that the APP does not provide sufficient detail of the safeguards that will be applied to the way records are retained in the public interest, it will not assist in building police legitimacy and increase public confidence. For example, the APP clearly states that records selected for permanent preservation may be kept at either a force location or at an external archive. It is not clear what kind of arrangements must be in place to archive the documents for permanent preservation. Further, in circumstances where there may be a partnership with an external archive service, the APP does not provide details on what oversight and security mechanisms will be in place to protect the records from system failure and other risks.

5. To what extent do you think the approach detailed in the APP is practical?  Please let us know if there are any specific changes that you would like to see.
The APP is unclear about how the forces involved in archiving and redaction of records are to achieve the principles outlined in the Guidance. For example, whilst paragraph 7.8 states that forces archiving and redaction arrangements must include arrangements that keep collections, in all formats, safe and accessible, the APP does not provide detailed information about what steps will need to be taken by forces to ensure that this is the case. The APP also fails to explain what the forces might need to do to adhere to the DPA 2018 and the GDPR as well as what safeguards will be employed to ensure that the decisions about preservations of records are appropriate. As a result, the APP is not very practical, since it mainly provides overarching principles without explaining how these principles are to be achieved. For example, paragraph 6.8 of the APP provides that when a record is identified for permanent preservation a sensitivity review needs to be undertaken. However, the APP does not provide what the sensitivity review should contain, who would be responsible for overseeing this process, and how this will ensure that the material is held correctly. 
6. Do you have any other comments on potential positive or negative impacts of the APP?
Click here to enter text.
7. How easy or difficult do you think it will be to implement the APP across forces?
We believe that it will be difficult to implement the APP across forces in consistent manner because the APP does not provide sufficient detail about the safeguards that will be implemented, oversight mechanisms and what the forces are required to do to ensure that their decision making is compliant with the data protection legislation.

8. Do you have any suggestions that you think would help the implementation of the APP?
We believe that incorporation of specific safeguards and provision of more details in the APP could help the implementation of it. In particular, we recommend the following: 
· There should be clearer rules that will provide greater clarity and foreseeability about when, why and how the records are preserved in the public interest. Including guidance on when it would be appropriate to preserve only a sample of the records.  
· Robust policies and procedures must be put in place to ensure the appropriate handling and deletion of data. 
· More transparency surrounding the way authorisation for preservation of records will be assigned, controlled, monitored, and publicly notified
· To meet the standards required for fair processing, there should be further guidance on how police forces should engage with individuals whose data has been preserved in the public interest and to inform them about their rights. 
· Details of how the APP is to be enforced should be made clear, including details regarding the redress or disciplinary procedures as a result of misuse of records or police information.
· More information should be provided to police officers, oversight agencies and the courts regarding the legal status of the APP and whether its provisions are binding or if they can be used as evidence within disciplinary procedures.
· Individuals need to be clearly informed about how they can exercise their data rights, and how to seek redress, including via an easily accessible online portal.
9. Do you have any other comments on the draft APP?
Click here to enter text.



Your completed form should be emailed to I&RMgtCode@college.pnn.police.uk.


About the College
We’re the professional body for the police service in England and Wales.
Working together with everyone in policing, we share the skills and knowledge 
officers and staff need to prevent crime and keep people safe.
We set the standards in policing to build and preserve public trust and we help 
those in policing develop the expertise needed to meet the demands of today 
and prepare for the challenges of the future.
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